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Digital Directorate 

Office of the CIO 

___ 

 

 

Terry Shevlin 
Senior Assistant Clerk 
Public Audit and Post-Legislative Scrutiny 
Committee 
Scottish Parliament 
Edinburgh 
EH99 1SP 

25 August 2017 

Dear Terry 

Thank you for the opportunity to provide information to the Committee following their meeting on 
25 May 2017 to consider the Audit Scotland report ‘Principles for a digital future’.  

The Committee asked for an update on the main issues set out in the report and also an update 
on how, from an IT perspective, the Scottish Government is preparing for the new social security 
powers. 

With regard to the main issues in the Audit Scotland report the Committee specifically asked for 
further information on: 

 how the Scottish Government has been structured to deal with major IT projects i.e. the
key staffing and organisational changes that the Scottish Government has made ;

 the initiatives the Scottish Government has put in place to avoid future IT failures;
 the relevant points discussed on page 20 of the Government’s refreshed Digital Strategy.

The Annexes attached provide the detailed information requested: with Annex A providing an 
organisational overview and the staffing structure within the Digital Directorate; Annex B 
identifying the range of initiatives in place or planned to avoid future IT/Digital failures; and 
Annex C summarising progress on the actions identified on page 20 of the Government’s 
refreshed Digital Strategy. 

An update on the IT elements of how the Scottish Government is preparing for the new socia l 
security powers has been provided by the Social Security Directorate and attached as Annex  D.  
The response has also been copied to Simon Watkins,Clerk Team Leader, Social Security 
Committee. 
. 
I hope you find this information useful. 

Anne Moises 

Chief Information Officer 
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ANNEX A 

How the Scottish Government has been structured to deal with major IT Projects 

Background 

1. It is well documented that we have encountered a number of challenges in our
attempts to develop, deliver and manage the IT/Digital enabled business change projects
and programmes that improve the delivery of effective public services to citizens and
businesses.  These issues have been covered in a number of Audit Scotland reports into
specific projects and more generally in 2 reports, in 2012 and 2015, focusing on central
government ICT projects.  The most recent Audit Scotland report, ‘Principles for a digital
future: Lessons learned from public sector ICT projects’, published in May 2017, summarises
the issues identified in previous reports and identify a number of core principles for project
delivery.

Structure 

2. The Scottish Government established a Digital Directorate in 2013 to shape and
coordinate the development and implementation of Scotland’s digital strategy.  This includes
work to deliver high quality connectivity, promote digital skills, stimulate the digital economy
and promote business transformation enabled by digital technology.

3. The current structure of the Digital Directorate is set out below.  This has changed
recently in order to reflect the priorities set out in the Scottish Government’s refreshed digital
strategy published in March 2017, the lessons identified by Audit Scotland and other bodies
around the management of digital programmes, and the recent appointment of a new
Director Digital.  The directorate now consists of the following teams:

 Connectivity, Economy and Participation – responsible for the delivery of the Digital
Scotland Superfast Broadband programme, the new Reaching 100% programme, the
Mobile Action plan, the work of Scotland’s Business Excellence Partnership and
action to increase levels of basic digital skills across the country.

 Digital Business Models – responsible for supporting the introduction of digital
business models across Scottish Government, including within organisations
established to deliver new powers.

 Office of the Chief Designer – responsible for promoting common approaches to
service design based on the needs of users and setting the policy context for
business transformation.

 Office of the Chief Information Officer – responsible for delivering a robust programme
of project and programme assurance, developing the capabilities of digital, data and
technology staff and setting out a future technology strategy that will enable Scottish
Government to take full advantage of digital opportunities.

 iTECS – The Scottish Government’s ICT operation, responsible for supporting and
developing the core platforms used across the Scottish Government and its shared
service community.

 Data and Statistics – responsible for Scottish Government’s data strategy and
ensuring that Government statistics are collected and published to the highest
possible professional standards.

 Central Team – responsible for coordinating reporting and activity across the
directorate. 
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4. The current structure is a transitional arrangement designed to deliver a new Target
Operating Model by end March 2018.  Two key changes are planned to be embedded before
that point:

 Combining the Digital Business Models team and Office of the Chief Design Officer
into a single Business Transformation Division.

 Creation of a new Technology Foresight function within the Office of the Chief
Information Officer.  This is a new role intended to identify the future technologies we
need to support Scottish Government over the next few years and will be a horizon
scanning, rather than a day to day operational function, covering future technology
options for both our internal corporate systems and the digital services that we offer to
people and businesses across the country.

Approach 

5. The directorate structure is designed to improve the design and management of major
digital and ICT projects in a number of ways.

6. Robust assurance of ICT projects and programmes by the Office of the Chief
Information Officer through:

 an IT Assurance Framework which supports Senior Responsible Owners (SRO) and
Accountable Officers (AOs) in assuring projects with a significant IT investment; and

 the assessment of all projects against a set of Digital First Service Standards that set
out the way in which projects should be delivered in order to ensure a clear focus on
user needs and appropriate approaches to project management

7. The impact of these assurance processes has been strengthened through the
introduction of “Stop-Go” gates (overseen by the Chief Information Officer) and a recent
change to the organisation structure which introduced a clear separation of responsibilities
between assurance, through the Office of the Chief Information Officer, and project delivery
in other parts of the directorate.

8. Increasing the immediate availability of high quality digital skills through the Digital
Business Models Division and the Office of the Chief Designer.  This includes:

 The Central Government Digital Transformation Service - which offers Government
bodies access to scarce skills such as Technical Architecture, Business Analysis and
Programme Management on a shared service basis;

 A Major projects team – that partners with policy and service teams to bring
programme management, commercial and technical skills into the delivery of major
change projects such as the development of Scotland’s new Social Security Agency
and the Justice Digital Strategy;

 A Digital Engineering Team – that offers access to in house software engineering
talent; and

 A professional User Research function that offers advice and practical support in
understanding user needs and using this understanding to shape delivery of projects.

8. Longer term action to address underlying digital capabilities through the Office of the
Chief Information Officer.  Responsibility for the development of staff has been recently
consolidated, bringing together action to:
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 Establish a new Digital, Data and Technology profession across Government;
 Operate and expand the Scottish Digital Academy to offer training to both specialist

and generalist leaders across Government on key digital disciplines such as agile
project management; and

 Develop and deliver Scotland’s Digital Champions Programme which raises
awareness of digital issues and opportunities amongst the leaders of the Scottish
public sector.

9. In addition to the above, the directorate is committed to developing and working with a
network of external partners that are capable of challenging its thinking and enhancing its
core capabilities.  Practical examples of this include Civtech, which enables entrepreneurs
and small businesses to address public service challenges and provides the opportunity to
experience co-located, partnership ways of working with commercial suppliers; an approach
that is being modelled within the national change programmes in order to ensure skills
transfer.

Digital Directorate 

Connectivity 

Economy 

Participation 

Business 

Transformation 

Digital Business 
Models 

Office of the Chief 
Design Officer 

iTECS 
Office of the Chief 

Information Officer 

Assurance 

Digital Talent & 
Development 

Technology 
Foresight 

Data and Statistics 
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ANNEX B 
 
 
The initiatives the Scottish Government has put in place to avoid future IT failures 
 
Initiatives to grow digital skills in the public sector 
 
1. A balance of tactical initiatives to grow digital skills in the public sector, designed to 
deliver results within 12-18 months, and longer term strategic initiatives are being delivered 
from within the Scottish Government.  The shorter term actions include: 
 

 Building leadership capability: The Digital Champions programme develops our senior 
public sector leaders with the knowledge, skills and confidence to champion the digital 
agenda and collectively drive the digital transformation of services at pace.  More than 
120 senior leaders from across the public sector have now completed the programme 
and a Digital Champions Alumni programme is in place to maintain momentum and 
connections.  The benefits include opportunities to share good practice, access digital 
expertise and improve understanding of digital opportunities and challenges.  

 Support for high profile programmes:  We have supported targeted recruitment for 
talent required to lead our largest programmes (e.g. social security) and increased 
support to Accountable Officer and SRO through the new mandatory ICT assurance 
framework with “Stop-Go” gates at this level. 

 Addressing project skills gaps: We have set up the Central Government Digital 
Transformation Service to support programmes and projects and established key in-
house expertise in: user research and engagement; software development; business 
transformation and web content management to help fill gaps.  

 Developing Commercial experience: We are providing advice to improve professional 
and commercial skills and identify training/development required to build intelligent 
client capability.  

 Targeted skills development: Recent training sessions on digital skills development, 
cyber security and agile working have been particularly well-received.  

 Developing early talent: we have good experience of offering Modern Apprenticeships 
in technology areas and will be expanding to offer foundation and graduate-level 
apprenticeships in areas such as cyber security. This will help strengthen our 
succession pipeline.  

 Civil Service action: We have been engaging with the UK Government on action 
across the entire digital profession within Government on attraction and recruitment; 
learning and development; career management; pay and reward; employer brand and 
culture; and workforce planning.  The new Digital, Data and Technology (DDaT) 
profession is currently being launched within the Scottish Government and is being 
designed to address our needs in the Scottish context.  However the Scottish public 
sector continues to find it difficult to recruit and retain people into certain digital 
technology roles, eg software developers, Database Administrators, cyber security 
specialists and technical architects. This means we continue to rely on contractor 
resources to plug any immediate gaps in our permanent workforce while the longer 
term upskilling agenda improves our succession pipeline. 

 
2. In the longer term we are working to increase the digital talent pool in Central 
Government through establishing our Digital Academy.  This is intended to provide learning 
and experience that enable graduates to work on agile digital development projects, building 
services to meet users’ needs and increase the strength of a talent pool.  Working with DWP 
and the UK’s Government Digital Service we have already offered around 160 course places 
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during 2016/17 and during the next 12 months will be able to grow that to around 200 course 
places. 
 
3. We are now in the process of establishing a permanent Digital Academy for Scotland 
in conjunction with the UK Government’s Digital Service and staff recruitment is currently 
underway.  
 
Assurance initiatives delivered through the Office of the CIO 
 
4. In response to the succession of failures and shortcomings in the management and 
assurance of major IT projects, including CAP Futures programme, NHS 24, and Police 
Scotland’s i6 programme, the Scottish Government’s Executive Team commissioned a 
review of the overall operation of the central government assurance framework and 
associated governance.   
 
5. Following that review, Ministers agreed in August 2016 to move to a more 
interventionist approach to give greater confidence that the common issues and difficulties in 
IT and digital project delivery are identified and addressed more effectively in projects.   The 
changes to the assurance framework are intended to improve IT and digital delivery and 
ensure that the lessons learned from previous experience are reflected and embedded in 
future practice.  This meant the introduction of a system where:  
 

i. compliance with the Digital First Service Standards is mandatory in the Central 
Government sector for all new digital public services. This will also, in future, cover 
Scottish Government corporate systems used by staff; 

 
ii. a set of "Stop-Go” gates are applied as part of the assurance process at key stages in 

major projects with a lifetime value in excess of £5m, or otherwise deemed to have a 
significant delivery or reputational risk. Where a “Stop-Go” assessment is made an 
Accountable Officer could only proceed following a transparent process, requiring the 
lead Minister to agree this arrangement with the Cabinet Secretary for Finance and 
the Constitution.  

 
Progress with implementing the new assurance approach 
 
6. Directors within the Scottish Government and Chief Executives of Agencies and Non 
Departmental Public Bodies were asked to validate and update the basic information held on 
current IT and digital enabled projects.  This forms the starting point for the new assurance 
arrangements, with assurance aligned to the value, type and stages of the projects recorded.   
 
7. At the start of August 2017, the project register held the following breakdown of 
projects. 
 

  No of projects 
@August-17 

Total cost of 
projects @ August 

17 

Uncosted investments  
(scoping/pre-business case) 56 0 

Investments under £100k 111 £4.0m 

Investments between £100k - £500k 62 £16.1m 

https://resources.mygov.scot/standards/digital-first/index.html
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Investments between £500k - £1m 26 £17.6 m 

Investment between £1m - £5m 36 £65.8m 

Investments over £5m 24 £674.7m 

Total  315 £778.20 

 
8. The Assurance Framework is intended to be proportionate, risk based and to support 
business areas throughout the development and delivery process.  We are seeking to 
embed use of Independent Assurance and Action Plans which will set out clearly in advance 
each project’s approvals and assurance plan.  These plans will incorporate both the major 
projects “Stop-Go” gates and the Digital First Service Standard assessment process, and will 
allow both the project team and the independent review teams to schedule and resource 
these.   
 
9. The integrated assurance and approvals plan will also make it easier to link the 
varying forms of independent assurance that are used across the public sector and facilitate 
more timely and co-ordinated assurance activity.  We are currently working with Internal 
Audit, Finance, Risk and Scottish Procurement’s Capability Development and Project 
Assurance team, to explore the relative roles of assurance and audit, align processes and 
make it easier for projects to engage with us.  Opportunities for further information sharing 
are also being considered. 
 
10. We piloted both elements of the new assurance arrangements; the Digital First 
Service Standard Assessment and the major projects ‘“Stop-Go” assessment and completed 
a ‘lessons learned’ exercise prior to the new arrangements going live in January 2017.  A list 
of the reviews completed to date are noted below and we are continuing to refine the 
assurance processes; building on reports such as the recent Audit Scotland ‘Principles for a 
digital future’ and the results and feedback from reviews completed. 
 
 
Type of review Organisation /programme 
Pilots 
 

 eCounting – electronic vote count for local government elections 
May 2017 

 Scottish Public Pensions Agency (October/November 2016) – 
replacement pension administration and payroll system 

 CAP Futures Programme 
 

“Stop-Go” 
Assessment 
 

 Social Security (June 2017) – Low Income Benefits service 
provider 

 
Healthchecks 
 

 Scottish Public Pensions Agency (July 2017) – replacement 
pension administration and payroll system 

 Police Scotland – migration of Inverness Service Centre 
(July/August 2017) 

 
Digital First 
Assessments 
 

 Social Security 
 Mygov.scot publishing platform 
 Disclosure Scotland Protecting Vulnerable Groups programme 
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 Justice Information Sharing project 
 Grants and Licensing project (led by the Digital Ecosystem Unit) 
 Revenue Scotland Air Departure Tax 
 Fair Start Scotland Employability Programme 
 Registers of Scotland – Letting Agents Register project 
 Registers of Scotland – ScotLIS project 
 Transport Scotland/Calmac Ferries Ltd – Booking and 

Reservations Ticketing Solution  
 
11. We are working with the high risk, high value programmes to schedule appropriate 
Digital First and “Stop-Go” assessments for the remainder of this year and the Technology 
Assurance Frameworks reviews currently scheduled or under planning are detailed below. 
 

Technology  Assurance Framework Rev iews  

Organisation Project w/c 
07/08 

w/c 
14/08 

w/c 
21/08 

w/c 
28/08 

w/c 
04/09 

w/c 
11/09 

w/c 
18/09 

w/c 
25/09 

w/c 
02/10 

w/c 
09/10 

Nov Dec 

Transport 
Scotland 

Booking and 
Reserv ations 
Ticketing 
Solution 

Digital 
First 
Discovery 

PP 
Gate           

Disclosure 
Scotland 

Transf ormation 
Programme   Digital First assessment to be scheduled.      

Police 
Scotland 

C3IR 
Programme - 
migration of  
Inv erness 
Serv ice Centre 

Healthcheck - Desktop rev iew of  plans 
         

Registers of  
Scotland 

SCOTLIS 

       
Digital 
First  
Beta 

    

Scottish 
Natural 
Heritage 

Grants and 
Licensing            

Digital 
First 
(Alpha) 

Directorate f or 
Justice 

Digital 
Ev idence 
Sharing 
Capability  

          
Digital 
First 
(tbc) 

 

National 
Records of  
Scotland 

Census 

         
PP 
Gate 
(tbc) 

  

Rev enue 
Scotland 

SETS2 
    

BJ 
Gate 
 

   
PP 
Gate 
(tbc) 

   

Scottish Road 
Works 
Commissioner 

Scottish Road 
Works Register 

           
Delivery 
Gate 
(tbc) 

 
 

Digital First Assessment for compliance w ith the Digital First Service Standards 

BJ Gate 
Business Justif ication “Stop-Go” /Go Gate – assesses Strategic Business 
Case and understanding of scope, complexity and resources. 

PP Gate 
Pre-Procurement “Stop-Go” /Go Gate - takes place prior to issue of an 
Invitation to Tender 

Delivery Gate 
“Stop-Go” /Go Gate during the delivery phase of a project – assesses 
w hether delivery strategy/business case remain valid. 

Healthcheck Ad-Hoc review  tailored to specif ic terms of reference 
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The work of the Central Government Digital Transformation Service (CGDTS) 
 
12. The Central Government Digital Transformation Service (CGDTS) has been in 
operation since August 2015.  It was introduced in response to the findings of the 2012 Audit 
Scotland report which identified a lack of digital skills as a key reason for projects across 
Central Government having scope and delivery issues. 
 
13. It has now been operational for 24 months (on a cost recovery basis from April 2016) 
and has become well established with the wider Scottish Government community.  The 
CGDTS vision is to “work collaboratively with organisations to deliver business 
transformation which puts users at the heart of services’’.  
 
14. CGDTS services are intended to the provide a number of benefits aligned to the 
Scottish Government’s Digital Strategy. These are:  
 

 Provide Central Government organisations and core Scottish Government with 
access to scarce digital skills on a shared-service basis – directly addressing the 
digital skills issue.  

 Support transformation of public services to deliver better outcomes for citizens and 
businesses – by working with organisations to adopt a user-centred approach to 
designing services. 

 Support delivering more cost effect services – by working on business cases and 
options analysis activities, taking advantage of iterative delivery techniques and new 
technologies to reduce service costs.  

 Mitigate digital service delivery risks – through support of staff bringing digital and IT 
delivery experience to identify and address delivery risk. 

 Help with alignment of digital and IT projects to the Scottish Government Digital 
Strategy and supporting policies and guidance. 

 
15. The current team consists of Digital Consultants, Technical Architects, Business 
Analysts, a User Researcher and Service Designer. There is a high demand from the central 
government sector for all these roles, in particular Technical Architects, User Researchers 
and more recently Service Designers.  
 
16. In financial year 2016/2017, with a total of 27 team members, CGDTS ended the year 
having spoken with 95 of the 123 public sector organisations in scope. This resulted in 113 
different Statements of Work being prepared, 82 of which were completed successfully by 
year end (some were not taken forwards and others ran into financial year 2017/2018). 
 
17. By the end of the first quarter of 2017/2018 financial year, having increased to 29 
team members, DTS was delivering against 33 Statements of Work with another 15 currently 
in development.  A 41% increase on the same period last year.  
 
18. The team delivered Statements of Work based on a Service Catalogue in the 
following areas:  
 

 Digital Maturity Model Assessment – facilitated self-assessment against key digital 
themes helping organisations identify areas for improvement. 

 Digital Strategy Development and/or Review – helping organisations to identify their 
vision for digital public services and creating a roadmap for implementation; 

 Business Cases – identifying benefits cases and costs and helping secure funding for 
digital initiatives with a strong business case; 
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 Requirements Development and Procurement Support – providing input to 
procurement activities to ensure  

 Technical Architecture Support – technology surveys with recommendations for 
improvements; support for on-going technical governance for a range of IT projects. 

 Provision of Skilled Resource – placement of individuals with programme manager, 
technical architect, business analyst and digital consultant in transformation 
programmes across the Scottish Government. 

 
19. CGDTS works in partnership with the Office of the CIO and with Procurement Shared 
Services to identify at the earliest opportunity those projects where there may be risk of ICT 
failure; and to offer support to the organisation involved.  
 
Overview of DTS Work plan for 1st Quarter of 2017/18 
 
19.1.1 Statements of work  
Month Organisations 

engaged with DTS 
Statements of 
Work issued to 
client (draft)  

Statement of 
Works in progress 
(live) 

April 37 10 18 
May 38 10 23 
June 23 15 33 
 
 
19.1.2 Resourcing  
 Permanent Interim Fixed Term 

Appointment 
Total 

01/04/17 25  7  2  36 
30/06/17 25  4 0 29 
 
 
19.1.3 Products Delivered  
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Data Innovation  
 
20. Our aim is that data are used systematically and innovatively to improve outcomes in 
Scotland: saving time, money and lives. 
 
21. Data innovation could potentially benefit Scotland by £20bn*: using data better to 
improving productivity and efficiency of organisations, and attracting new businesses to 
Scotland. Scotland has a world leading set of public sector data that offers the potential to 
extend and improve the quality of people’s lives, as well as deliver £1bn in public sector 
efficiencies. To achieve this, we need to transform the way data is used for public benefit 
 
22. The Data Lab was launched in October 2014 as the data innovation centre funded by 
the Scottish Funding Council to support industry, public sector and university researchers to 
use data science for economic and social benefit.   
 
23. The Data Lab are a consortium of 5 Universities, based out of the University of 
Edinburgh. They work with a number of organisations in the public and private sectors to 
encourage the innovative use of data and data science techniques to improve business 
processes and policy outcomes with an ambition of creating over 248 high quality jobs and 
an additional £104.5 million of value to the Scottish Economy 
 
24. They're also helping to build the ability of organisations to realise benefits from data 
innovation. For examples, they sponsor a number of students undertaking MSc Data 
Science courses and are developing an Executive Education programme for organisational 
leaders. 
 
25. The Data Lab are currently collaborating with the Scottish Government and other 
public bodies on a number of public policy challenges using data. For example, a project to 
consider people arriving in hospital and to predict needs for when they leave, help put in 
place services for people more quickly and reduce delayed discharge recently won a 
Scottish Holyrood connect award. 
 
26. The Scottish Government are considering a data-driven a wider approach to improve 
policy outcomes in Scotland. They will be using predictive analytics to anticipate better which 
individuals are most likely to experience poor outcomes, and which interventions will be most 
effective, and most cost effective, at improving those outcomes. This would allow for a more 
robust basis for early intervention and greater certainty about resulting future savings. These 
findings would be weighed up alongside other considerations in allocating funding and 
targeting and personalising services. 
 
27. Whilst the Scottish Government can access external capacity for data innovation, we 
also need to develop these skills within our organisation. We are now developing a data 
science learning programme, developing skills at three levels:   
 

 working with the policy profession to offer opportunities for policy staff to raise their 
awareness of the possibilities of data science; 

 ensuring that all SG analysts can understand data science techniques and 
commission projects;  

 enabling a small number of SG analysts to become experts in using advanced data 
science techniques to help tackle issues directly.   
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Annex C 
 
REFRESHED DIGITAL STRATEGY UPDATE 
 
The refreshed digital strategy was launched on 22 March 2017 and progress has been 
made towards delivering positive outcomes supporting economic development, introducing 
new digital business models to drive public service reform, improving cyber resilience and 
increasing social inclusion.  A summary of progress on these issues has been provided 
below and details on the relevant points discussed on page 20 of the Government’s 
refreshed Digital Strategy included as a table within this Annex.  
 
Key Achievements   
 
Enabling everyone to share in the social economic and democratic opportunities of 
digital 
 
The 5Rights Youth Commission published its report into digital rights in May.  This sets out 
principles including an individual’s right to: 
 
 remove or edit any online information they have created;  
 know who is holding or profiting from their information;  
 be protected from illegal practices and be supported if confronted by troubling or 

upsetting scenarios online;  
 make informed and conscious choices about participating in creative places online; and  
 to be digitally literate and able to use, create and critique digital technologies. 
 
This work is being expanded to define the digital citizenship rights and responsibilities for 
everyone in Scotland.  We are now working with various external bodies to implement the 
recommendations of the report and will use the Year of Young People (2018) as a platform 
to pursue a wider public debate on rights and responsibilities in the digital world. 
 
Strengthened assurance for digital and ICT projects 
 
The assurance processes for projects have been strengthened with the introduction of 
“Stop-Go” gates for technology enabled projects where the cost of the project is £5 million 
and above or where the reputational or delivery risk is considered to be significant.  Pre-
procurement reviews have been carried out on the Social Security programme and 
CalMac Ferries / Transport Scotland’s Booking / Reservations Ticketing Solution.  
 
The Digital First Service Standard has been introduced and 10 reviews have been carried 
out to date.  These include Disclosure Scotland’s Protecting Vulnerable Groups new 
scheme applicants service, the Employability Fair Start Scotland service, Revenue 
Scotland’s Air Departure Tax project and Registers of Scotland’s ScotLIS service.   In total, 
58 assessors have been recruited and trained to carry out assessments.  
 
Developing a Digital Growth Fund to address the current under-supply of digital 
skills 
 
The Digital Growth Fund was announced on 18 March 2017 and will offer up to £36 million 
of loans to SMEs to enhance their digital skills and capabilities.  The operational remit of 
the fund is being finalised, including consideration of the way in which the scheme fits 



 

Page 14 of 27 
 

alongside the Scottish Growth Scheme and whether it can be extended to offer loans for 
things such as hardware, software, app development and e-commerce capabilities.   
 
Extending our Digital Boost programme to give advice and support on digital issues 
to businesses in every part of Scotland 
 
Digital Boost phase 2 began on 1 July and is delivered by Business Gateway across 
Scotland. Scottish Government has funded the extension to the programme with £1.7 
million of grant funding this financial year.  
 
Update our comprehensive study of digitalisation amongst Scotland’s businesses 
during 2017, and measure the changes in our Digital Economy Maturity Index (DEMI) 
 
The Digital Economy Business Survey 2017 has been procured and will be undertaken by 
IPSOS Mori over the Summer. 3250 businesses will be surveyed on their digital maturity 
and results compared to the results from the 2014 survey and Index. The survey has been 
designed with a focus on both the Highlands and the South of Scotland to ensure regional 
skills needs and barriers to growth are identified. The DEMI report will be prepared with a 
view to publishing by December 2017.  
 
Digital Public Services: CivTech 
 
CivTech® 2.0 went live in May 2017, with a set of nine new challenges, from a smarter 
booking system for outpatient appointments, to using data to improve global perceptions of 
Scotland, to combating bird of prey persecution. Nine public sector challenge sponsors are 
participating, compared to four in the pilot.  At present, 15 tech companies are involved in 
the Exploration stage.  Nine digital companies, one company per challenge, will be 
selected for the CivTech® accelerator programme in September. This is an intensive, four 
month period where small tech companies rapidly develop a product in collaboration with 
public sector organisations (‘challenge sponsors’) and, crucially, citizens.  
 
The CivTech® model has drawn a positive response from industry and was shortlisted in 
the London-based Digital Leaders 100 Awards for 2017 (Digital Public Service Innovation 
of the Year award category), in June. 
 
Digital Public Services: mygov.scot 
 
We are expanding the coverage of mygov.scot.  Plain English information and guidance 
has been published on a range of topics including: 
 
 financial readiness for businesses to help people find funding for the business idea 

(developed with the Scottish Investment Bank); 
 innovation - to help people work out if a business or product idea is a good one and 

likely to succeed; 
 the environment - including efficiencies and business responsibilities; 
 joined-up support for navigating the planning system, including information on 

householder permitted developments, how to appeal, building standards and self-
building a home; 

 areas of justice including your rights if you are arrested or charged, the age of criminal 
responsibility in Scotland and on support if a family member goes to prison; 
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 support for veterans, developed with the Scottish Veterans’ Commissioner, that 
provides information for ex-service men and women, reservists and their families when 
leaving the armed forces; and 

 support for individuals and employers on applying for a criminal records check covering 
types of disclosure, when it might be needed and how to apply to Disclosure Scotland. 

 
The mygov.scot shared technology platform, and associated common approaches, is also 
being evaluated for utilisation by the social security programme; with the teams actively 
working together to ensure mygov.scot can be used, or modified where required.    
 
Developing new digital services to deliver social security benefits 
 
Work on the Social Security programme continues to gather pace. Following the 
successful delivery of two prototypes to demonstrate application processes and case 
management functionality for benefits, there has been a consolidated focus on procuring 
digital partners to support the delivery of Low Income Benefits and Disability Benefits as 
part of the first wave of activity.  Projects are scheduled to formally commence in Autumn, 
and in the meantime efforts are being coordinated to help define delivery team structures, 
understand user needs and business processes, and identify technology requirements.  
 
Broadband and Mobile  
 
We launched a State Aid public consultation on 5 July to seek views from interested 
stakeholders (including the public, businesses, internet service providers and broadband 
infrastructure operators) on the draft intervention area for the Reaching 100% Programme.  
The consultation was due to close on 5 August 2017 and will allow us to begin our formal 
procurement exercise in support of our commitment to deliver 100 % superfast coverage 
by end 2021.  
 
A Mobile Industry Summit took place on 29 June 2017 chaired by the Cabinet Secretary 
for Rural Economy and Connectivity.   This was a key step in our efforts to position 
Scotland as a country that welcomes and facilitates investment in mobile connectivity and 
will lead to the publication of a refreshed Mobile Action Plan later this year.   
 
We have been working with the Scottish Futures Trust to develop a 4G mobile infill 
programme to extend coverage through provision of direct subsidy and we will launch the 
first phase of this programme shortly.  We have introduced changes to planning legislation 
that have extended permitted development rights: making it easier and faster for providers 
to build new infrastructure and develop existing sites; while further legislative changes are 
being considered as part of wider planning reform.  A trial of non-domestic rates relief on 
new masts in non-commercial areas is taking place on Arran.  We are also working across 
SG Directorates to understand how we can most effectively open up public sector assets 
to benefit telecoms deployment, including the development of a ratecard system.  
 
Cyber Resilience 
 
The WannaCry cyber-attack in May 2017 emphasised the fundamental importance of 
cyber resilience to the delivery of our digital strategy. The cross-public sector response to 
the attack, which saw the SG, NHS, Police Scotland and the UK’s National Cyber Security 
Centre (NCSC) working in partnership to restore NHS services with minimal impact on the 
public, was encouraging. A subsequent debate in the Scottish Parliament saw cross-party 
support for more to be done at pace to improve the cyber resilience of Scotland’s public 
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sector. A draft public sector action plan on cyber resilience has been issued to all Scottish 
Public Sector Chief Executives with consultation responses requested by 15 September 
2017. If implemented in its current form, this would see all public bodies in Scotland 
achieving Cyber Essentials or Cyber Essentials Plus accreditation – the first country in the 
UK to do so – and a select group of public sector “cyber catalyst” bodies working to 
become exemplars of best practice. 
 
Points discussed on page 20 of the Government’s refreshed Digital Strategy 
 
ACTIONS TO TRANSFORM THE 
PUBLIC SECTOR 
 

 
UPDATE AS AT AUGUST 2017 

 Introduce shared technology 
platforms, starting with common 
approaches to publishing 
information, applying for services, 
and making / receiving payments 

Payments: In line with the action plan contained in the 
digital strategy, work is on-going with partners 
including social security, SEPA and SG finance to 
identify future needs of payment platform(s).  We are 
currently undertaking a market review to identify 
potential commodity services to deliver 
making/receiving payments.  This work will expand our 
current understanding of available payment services 
including those already available in the public sector.  
Initially this will help to inform thinking on payment 
services using social security as the first significant 
service user.  This is being further enhanced through 
engagements with other elements of the public sector 
including Revenue Scotland and Disclosure Scotland.  
This work is enforced through the application of our 
Digital First Standard and wider assurance processes.  
 
Publishing Information: Mygov.scot is the central 
publishing point for public service information for 
citizens and businesses. We have developed a shared 
technology platform and associated common 
approaches for the Public Sector to provide citizens 
with support and information they need in a 
standardised way.  This is continuously improved 
based on user needs and analytics.  We are currently 
working with 25 public bodies and the Scottish 
Government to provide their public service information 
through mygov.scot.  This allows the citizen to access 
the information they need without the need to 
understand organisational structures in the Public 
Sector. Attached is a recent report outlining analytical 

data and current partners. 
strategy 

progress_mygov national asset1.docx 
 
Applying for Services: We are working with a number 
of partners including mygov.scot, licensing and social 
security to identify common patterns to how we provide 
applications. We have already developed some early 
work on application design patterns which we have 
shared with Scottish Enterprise and Disclosure 
Scotland.  
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Wider Technology Platforms and Components: The 
Digital Directorate will initiate a piece of work to identify 
and catalogue existing common approaches and 
shared technology platforms/components as well as 
emerging needs for additional shared technology 
platforms/components. Initially this will be informed by 
the work previously undertaken on social security, 
grants & licensing and information sharing.  We will 
complete this initial phase of work by the end of March 
2018 and the output will contribute to a catalogue of 
components and platforms that have wider use for the 
public sector.  There may be some legal and 
contractual constraints to be worked through before 
wider implementation and adoption. 

 Transform the administration of 
grant funding and licensing across 
the Scottish with an initial focus on 
our rural and environmental services 

The Digital Directorate, in collaboration with a number 
of organisations and local authorities including Student 
Awards Agency for Scotland, Scottish Natural Heritage 
(SNH) and the Scottish Environment Protection 
Agency (SEPA), has conducted proof of concept work 
to identify the potential for development of a grants and 
licensing solution which could be reusable across 
organisations.  Following this initial work, a 
Memorandum of Understanding has been drawn up to 
develop a licensing platform, initially for SEPA, which 
will be designed and developed to enable early reuse 
by SNH and others, with support from Digital 
Directorate. 
 

 Move public sector data hosting to a 
cloud environment wherever this is 
appropriate in terms of security and 
efficiency 

Over the past 9 months Digital Directorate have 
worked with 95 Public Bodies across the Public Sector 
to map costs and delivery models for data hosting and 
cloud provision. 
We are investing £528,000 funding to move this work 
forward in 2017/18 with potential funding secured, from 
the Scottish Government’s IS Investment Board, for a 
further 2 years (funding to be requested on a yearly 
basis).  The initial year will focus on the delivery of a 
transformation plan for Scottish Government services 
(including those used by other public sector 
organisations).  In addition to this the work will develop 
a mechanism to understand how public sector 
organisations are planning their migrations to cloud, 
where appropriate, and provide guidance and 
professional support on how this can be achieved.   
The mygov.scot service is a fully cloud hosted 
environment and through the migration of content and 
decommissioning of organisation websites has resulted 
in the discontinuation of a number of non-cloud hosted 
services.  
 

 Launch a Registers platform to host 
registers of information that will be 
held once and offer single sources 
of secure and accurate information 

The draft policy for registers was produced in early 
2017, and shared with the Scottish Public Sector 
Delivery Bodies in March. The policy, closely aligned to 
that of GDS, was to promote the use of single 
authoritative lists that the public and service users 
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could trust. These registers (or authoritative lists) will 
be produced and held in a consistent manner to enable 
access and reuse; providing them as open data where 
appropriate. We are working with partners across the 
Scottish Government, and with National Records of 
Scotland, Registers of Scotland and NHS Scotland to 
improve the understanding and delivery of authoritative 
lists in Scotland. We will be agreeing our policy 
position with these bodies during August and early 
September.   
 
We published our first alpha register on local 
authorities in Scotland in March 2017; moving to beta 
for wider use in April. We have established an interim 
approach to host this list, and our next set of open 
registers, on the GDS Register platform. This approach 
will help facilitate the creation of UK-wide lists around 
local authorities, schools and health services. We will 
also be providing access to a shared platform where 
these registers will live. 
 
We are now engaging with the Government Digital 
Service and Scottish public sector organisations to 
help refine our users' business and technical needs for 
open registers; and to establish our more detailed 
requirements for closed or private registers, such as 
NHS Central Register, student learner numbers and 
potential identity services. To inform this work, we have 
conducted an options appraisal to guide our approach 
on the technical delivery of registers and we will be 
consulting on this during August and September.  We 
expect to produce a Registers' roadmap and delivery 
plan in September 2017. 

 Develop and extend Civtech across 
the Scottish public sector and work 
through Public Contracts Scotland 
to enable greater collaboration with 
a growing Scottish market 

CivTech® is the Scottish Government’s innovative 
business accelerator programme focused on 
harnessing entrepreneurial digital talent to address 
public service challenges. CivTech® connects the 
public sector to the nation's tech SMEs and start-up 
community - a powerhouse of innovation that is rarely 
engaged by the public sector.  
 
The CivTech® accelerator is an intensive, four month 
period where small tech companies rapidly develop a 
product in collaboration with public sector 
organisations (‘challenge sponsors’) and, crucially, 
citizens.  
 
CivTech® pioneers a faster, smarter approach to 
public procurement, based on open, challenge-based 
questions - instead of closed, prescriptive tenders 
which tend to favour large, established suppliers. This 
is creating new pathways for small tech enterprises to 
compete for public sector contracts and shape better 
public services. It offers the public sector a quicker way 
to procure innovative solutions at reduced cost. 
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A “hugely successful” CivTech® pilot (Tech Nation 
report 2017) saw nine, mostly new, small tech 
companies co-produce a range of innovative 
prototypes – all within the four-month Accelerator. 
Innovations included a new flood forecasting and 
warning system for at-risk communities and an offline 
app which promotes the less visited rural heartlands of 
Scotland, by connecting tourists driving in Scotland 
with curated cultural and historical content of interest.  
 
Measurable outcomes from the CivTech® pilot, as of 
July 2017, include: 

 All nine companies delivered minimum viable 
products within a mere 16 weeks.  

 Each company with a direct challenge sponsor 
(six out of nine) secured follow-on funding from 
their sponsor. 

 Six companies have won additional contracts, 
out-with the programme. 

 The combined contract value currently stands 
at £770,925, with £640,500 in the pipeline. 

 In addition, 23 new jobs have been created. 
 Individual companies are achieving recognition, 

e.g. Wallet Services, as a finalist on City Bank’s 
global Tech 4 Integrity Challenge, have been 
asked to present to the US Government on 
their Blockchain as a Service platform. 

 
Following the pilot, CivTech® 2.0 went live in May 
2017, with a set of seven new challenges, from a 
smarter booking system for outpatient appointments, to 
using data to improve global perceptions of Scotland, 
to combating bird of prey persecution. Nine public 
sector organisations are participating this time around, 
compared to four in the pilot. Nine digital companies 
have been selected for the CivTech® 2.0 Accelerator - 
to be announced in September.  
 

 Extend the use of existing national 
assets such as mygov.scot, GLOW, 
National Entitlement Cards (NEC) 
and SWAN across the public sector 

mygov.scot has a programme of continuous on 
boarding of public service information. This has been 
most recently evidenced through: 
•Decommissioning of Disclosure Scotland website with 
information now on mygov.scot; the Protecting 
Vulnerable Groups (PVG) scheme application process 
begins on mygov.scot. 
•Working with colleagues in Housing and Social Justice 
Directorate to support the introduction of the Private 
Housing (Tenancies) Act 2016 which is expected to 
take effect in December 2017. This includes services 
for tenants and landlords. 
•Social Security Directorate has identified that the 
mygov.scot platform has a role to play in their 
programme of work. It is expected that this will initially 
encompass information services on mygov.scot 
 
The mygov.scot service has a clear remit to continue to 
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expand its coverage over the coming years to simplify 
the experience for both the citizen and business users. 
 
GLOW is Scotland’s national online learning 
environment that is free at the point of access for all 
learners and educators in Scotland.  The service was 
redeveloped and re-launched in 2014 and now 
comprises an authentication and portal service, 
providing access to a series of tools and services via 
loosely coupled cloud architecture.  Usage has 
continued to grow since switchover to the new service 
in October 2014, with April 2017 recording a record 
high number of monthly unique users at c.150,000.  
  
The Scottish Government published its Digital Learning 
and Teaching Strategy in September 2016 which 
includes a commitment to the ongoing evolution of the 
Glow service in line with the evolving needs of the 
education system.  To that end, extensive engagement 
with users and subsequent procurement activity has 
resulted in: a new contract for the authentication 
service; the continuation of full access to Microsoft 
O365; and inclusion of the Google products, ‘G-Suite 
for Education’ which is now being implemented. 
 
The National Entitlement Card (NEC), first launched in 
2006, has been providing smartcard access to public 
services for over 10 years.  Today over 2.1 million 
Scottish residents possess a card to access multiple 
services.  The majority of these are older and disabled 
people accessing Transport Scotland’s Scotland-wide 
Concessionary Travel Scheme, using the NEC 
branded ‘saltirecard’.   
 
The total also includes 600,000 ‘Young Scot’ card 
users aged 11 to 25.  Young Scot has the use of the 
NEC at the heart of its 5 year strategy, particularly 
around supported the issue of the attainment gap. 
 
The NEC is a multi-function card, incorporating a range 
of Local Authority smart services. Uses include holding 
travel tickets, library and leisure membership, cashless 
catering in schools, a dual branded matriculation card 
for higher/further education facilities and for some 
citizens, access to a whole host of discounts. 
 
The NEC is also currently being piloted in parts of 
Scotland as an option for delivery of the manifesto 
commitment for a national library card.   
 
The NEC Programme Office is exploring work with 
Local Authorities and others towards further use and 
roll out of the card and potential evolution to provide 
access to services using other electronic formats, for 
example smartphones.   
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The Scottish Wide Area Network (SWAN) service went 
live in July 2014 and the commitment to use SWAN 
services continues to be very high.  The initial 
commitment of the 4 Vanguard Partners; NHS 
Scotland, Education Scotland, the Pathfinder North 
local authority consortium and the Pathfinder South 
local authority consortium has been supplemented by a 
further 22 organisations, including the Scottish 
Government, who are already using, or are committed 
to use, SWAN.  The contract has a potential value of 
£325M over 9 years.  There are now over 5,000 public 
sector sites connected over SWAN providing services 
to 20 SWAN Members (representing 52 individual 
public sector organisations).  An additional 26 
organisations have a single connection into SWAN, 
hosted by other Members, such as Education 
Scotland.  Currently 7 organisations, including Citizen 
Advice Scotland (CAS), are in detailed discussion with 
Capita, the SWAN network supplier, about their use of 
SWAN. 
 
Due to the success of the original network procurement 
and roll-out, and still in line with Digital Strategy, the 
programme mandate has been extended and now 
includes the delivery of a number of Value Added 
Services (VAS) over and above the original 
Connectivity Services.  This reflects the strong desire 
from all Scottish public sector organisations to deliver 
more joined-up services that are centred around the 
citizen, and SWAN makes it possible to integrate and 
deliver digital services and information in a way that 
was previously not possible. 
 
The Value Added Services Strategy has been 
developed and agreed by all sectors (central 
government, local government, education, justice in 
cooperation with Scotland IS and the Industry Forum.  
Some Value Added Services are delivered under the 
existing Framework contract, only available to SWAN 
Connectivity service users. The current value of 
Framework VAS orders is over £17 Million and 
includes services such as: 

 A range of voice services, including a fully 
managed ‘Cloud’ service 

 Wi-Fi Services 
 A managed Local Area Networks (LAN) Service 
 Professional Services (Consulting and advice) 

 
A number of additional VAS have also been identified 
that will be delivered for any organisation to use 
through alternate procurement routes, such as the 
Scottish Public Sector Identity and Authentication Hub 
– SPIdAH. A single sign application for public sector 
employees. 
SWAN is also developing a public sector Internet of 
Things (IoT) Service which helps to deliver on the 
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Digital Strategy for Scotland’s commitment to ‘Develop 
a national LoRa-wide area network that supports 
Machine-to-Machine networking and puts Scotland at 
the cutting edge of the Internet of Things. 

 Establish a new group of senior 
academics to challenge our thinking, 
identify best international practice 
and ensure that Scotland remains at 
the cutting edge of digitally enabled 
public service reform  

A number of Higher Education Institutions have been 
identified and approached to be members of the group 
including: 

 University of Edinburgh - Professor Chris 
Speed, Chair of Design Informatics (confirmed); 
Dr Ashley Lloyd (confirmed) 

 Cambridge Judge Business School – Dr Mark 
Thompson (confirmed) 

 London School of Economics – Dr Will Venters 
(confirmed) 

 Surrey Business School Centre for the Digital 
Economy (CoDE) – Professor Alan Brown 
(confirmed)  

 Edinburgh Napier University - Professor Hazel 
Hall, Director of the Centre for Social 
Informatics (confirmed) 

 Heriot-Watt University - Professor Mike 
Chantler, Dept. of Computer Science 
(confirmed); Professor Robert MacIntosh, Head 
of School of Management (confirmed) 

 St Andrews University - Professor Ian 
Sommerville, Dept. of Computer Science 
(confirmed) 

As a starting point, a first piece of research has been 
scoped and four international MBA students recruited 
to carry out interviews and report findings on six broad 
themes. These are: 

 Literature Review taking in academic and other 
current thinking on Digital Transformation. 

 As-is landscape - looking at tech sector in 
Scotland - private sector/third sector/academic 

 Current Scottish Government experience 
 Any existing exemplars - what does good look 

like and what were learnings to get there? 
 Opportunities for and barriers to digital 

transformation 
 Recommendations 

This report will be presented to senior managers in the 
Digital Directorate in August and will inform the next 
steps for the academic group. 

 
ACTIONS TO BUILD A DIGITAL 
GOVERNMENT 
 

 
UPDATE AS AT AUGUST 2017 

 

 Establish all new government 
organisations as digital businesses 
based on a clear digital business 
model  

A group has been established to advise on the 
development of digital business models and test 
Scotland’s thinking and progress in this regard.  The 
group is led by Alan Brown, Professor of 
Entrepreneurship and Innovation, University of Surry 
and Dr Mark Thompson, Senior Lecturer in Information 
Systems, University of Cambridge, Judge Business 
School who is widely credited with having laid the 
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foundation of UK Government’s technology 
procurement strategy. 
 
The Digital Directorate has established a dedicated 
Digital Business Models division and is currently 
working to support the introduction such models in 
respect of Scotland’s new Social Security Agency and 
employability services. 

 Ensure that all new digital services 
developed by Scottish Government 
meet our Digital First Standard  

The Digital First Service Standard has been introduced 
and 10 reviews have been carried out to date.  These 
include Disclosure Scotland’s Protecting Vulnerable 
Groups new scheme applicants service, the 
Employability Fair Start Scotland service, Revenue 
Scotland’s Air Departure Tax project and Registers of 
Scotland’s ScotLIS service.   In total, 58 assessors 
have been recruited and trained to carry out 
assessments.  

 Implement tough new assurance 
processes for Central Government 
projects with the power to “Stop-Go”  
projects that do not meet user 
needs or represent good value for 
money 

The assurance processes for digital projects have 
been strengthened with the introduction of “Stop-Go” 
gates for technology enabled projects where the cost 
of the project is £5 million and above or where the 
reputational or delivery risk is considered to be 
significant.  In addition to the pilot reviews completed in 
2016, pre-procurement reviews have been carried out 
on the Social Security programme and CalMac Ferries 
/ Transport Scotland’s Booking / Reservations 
Ticketing Solution.  

 Review all major software licensing 
arrangements to ensure that they 
represent value for money 

A baseline review to fully understand Public Sector 
Oracle commitments and licenses has been 
undertaken. Work is on-going to review the Oracle 
software licensing arrangements including the 
provision of services to help organisations make best 
use of them.  
This process will be reused with, yet to be provisioned 
resources, to evaluate other major software licensing 
arrangements. 

 Mandate the use of common 
platforms and infrastructure, 
including cloud hosting across 
Scottish Government 

Through the Digital First Service Standard the use of 
common platforms and infrastructure is evaluated for 
new services.  This allows for the identification of their 
use of existing platforms and infrastructure to identify 
their compliance with policy and strategy.   
Through the on-going relationships fostered by DTS, 
mygov.scot and the wider Digital Directorate we are 
identifying early where services can make use of 
common platforms and infrastructure in line with policy 
and strategy.  Examples of this include the discovery 
and alpha work with partners including Social Security, 
Justice organisations and Disclosure Scotland. 
 

 Introduce a new digital, data and 
technology profession within 
Scottish Government to attract and 
retain the talent we need across 
these disciplines  

We are replacing our ICT profession with a broader 
“Digital, Data & Technology” profession (DDaT) which 
brings together the existing ICT roles with the newer 
digital and data science roles into one place creating a 
holistic functional group. The Head of Profession will 
oversee more coherent learning & development and 
talent management strategies using newly appointed 
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heads of community who will be drawn from across the 
profession. Importantly we are also reviewing the 
reward proposition for DDaT roles to address any pay-
related recruitment & retention issues identified.  

 Enhance the Central Government 
Digital Transformation Service to 
provide access to scarce digital 
skills including software developers, 
user researchers, business analysts 
and digital programme managers 

The Central Government Digital Transformation 
Service (CGDTS) has now been operational for 24 
months (on a cost recovery basis from April 2016) and 
has become well established with the wider Scottish 
Government community.  The CGDTS vision to “work 
collaboratively with organisations to deliver business 
transformation which puts users at the heart of 
services’’.  
 
CGDTS services are intended to the provide a number 
of benefits aligned to the Scottish Governments Digital 
Strategy including providing Central Government 
organisations and core Scottish Government with 
access to scarce digital skills on a shared service basis 
– directly addressing the digital skills issue. They 
support transformation of public services to deliver 
better outcomes for citizens and businesses – by 
working with organisations to adopt a user centred 
approach to designing services and help mitigate 
digital service delivery risks – through support of staff 
bringing digital and IT delivery experience to identify 
and address delivery risk. 
 
The current team consists of 29 staff including Digital 
Consultants, Technical Architects, Business Analysts, 
a User Researcher and Service Designer. There is a 
high demand from the central government sector for all 
these roles, in particular Technical Architects, User 
Researchers and more recently Service Designers.  
 

 Launch a new Skills Academy for 
Government and open its courses 
and support across the public 
service landscape 

In collaboration with the DWP Skills Academy we have 
delivered 160 course places during 2016/17.   
Working in close collaboration with the UK Government 
Digital Service it has offered a full suite of courses 
ranging from a senior leaders course in agile, to a 
foundation course introducing service design and agile 
delivery methods.  During the last session delegates 
have attended from across the wider Scottish public 
sector.  
We are now in the process of establishing a permanent 
Digital Academy for Scotland and will continue to 
expand awareness of the Academy in conjunction with 
the Local Authority Digital Office, the police, NHS and 
others.  
 

 Offer all public sector leaders the 
opportunity to attend a “Digital 
Champions” programme 

The Digital Champions programme has been running 
for more than 2 years and provides cohorts of senior 
leaders in the Scottish public sector development of 
their digital leadership capability.  Each cohort comes 
together throughout the year for seminars, speakers, 
visits and exercises.  Champions are encouraged to 
develop a peer support network from other delegates 
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on the cohort which helps to build capability throughout 
the public sector. The annual selection process for 
Digital Champions continues to be widely publicised 
throughout the senior cadre of public sector leaders 
and to date over 120 Champions have been created.. 

 Equip Scottish Government staff 
with modern digital tools which will 
enable them to work seamlessly 
from different locations and engage 
more closely with the communities 
they serve 

The Scottish Government has taken significant steps to 
provide the right tools for an increasingly mobile and 
flexible workforce – having adopted a ‘laptop first’ 
policy in early 2017 when replacing or buying new 
devices. Within the next few months over 50% of core 
Scottish Government staff will have laptops or tablets. 
In addition to this, we have recently introduced a new 
service that enables staff to access email, calendars, 
contacts and the Internet from corporate smartphone 
devices – replacing our ageing Blackberry stock. 

 Introduce broader cloud based 
collaboration tools which extend to 
delivery partners who do not 
operate on the government secure 
network.  

A range of cloud based collaboration tools are now 
available to support document sharing and joint 
working with delivery partners.  These are accessible 
from both within and outwith the government secure 
network and include, but are not limited to: Enterprise 
Dropbox; Google docs; Huddle; Secure Huddle; 
KnowledgeHub.  We are also introducing Objective 
Connect (enable sharing of document from the Scottish 
Government’s file store with other organisations not on 
the government secure network) over the next 6 
months. 
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Annex D 
 
SOCIAL SECURITY UPDATE 
 
The Social Security Directorate has established a strong senior leadership team, clear, 
governance and robust project and programme management governance introduced to 
achieve the safe and secure transition of social security powers from the UK Government. 
 
From a Digital and Information Technology perspective the Directorate has taken a 
number of steps to prepare for the transfer of powers. The most important of these are set 
out below. 
 

 A Chief Digital Officer (CDO) with dedicated responsibility for social security who is 
responsible for delivering the inward and outward facing technology required to 
support the transfer of powers safely and securely. Part of this role is to ensure that 
what we develop is built with the needs of the individual at the front of our minds, 
and that their experience with the agency is one which has dignity and respect at its 
core.   
 

 The CDO has significant previous experience in both the public and private sector; 
having most recently been responsible for the Scottish Government’s own IT 
platforms and shared IT services and having delivered significant IT programmes, 
within time and budgetary limits, for commercial sector organisations and the NHS 
in England. Our resourcing levels and skills capability will be regularly reviewed as 
the programme progress. Dedicated and experienced permanent senior staff with 
experience in Digital Risk, Cyber, Platforms and broader technologies have been 
appointed. These resources include a Head of Digital Risk and Security who has 
previously helped shape the Scottish Government Cyber Strategy and handled 
major security incidents across the wider public sector in Scotland. 
 

 We have conducted a thorough lessons learned exercise over several months. This 
included a review of over 25 other major projects and programmes across the 
Scottish Government and wider public sector. The findings from this work have 
been ‘hard wired’ into our approach with specific action owners allocated against 
the lessons and/or actions. This is a dynamic piece of work and will continually be 
updated. Discussions with previous significant IT Programmes including NHS24, 
CAP Futures programme, Police Scotland i6, continues to shape the thinking and 
approach to the creation of technology solutions that will underpin the transfer of 
powers. Lessons learned activity is integrated in our response to the Audit Scotland 
recommendations paper, with a series of actions being planned, and incorporated 
into our existing multi-project activities. 
 

 In our team we have Enterprise and Solution Architects with specific knowledge of 
the current and historical systems used by DWP, and in particular the benefits being 
transferred to Scotland. This provides us with a solid basis for understanding the 
technical challenges we will face throughout the programme. Initial activities have 
been focused on the discovery and documenting the current solutions deployed by 
the DWP to deliver the in-scope benefits today. This has focused on understanding 
the complex IT inter-relationships that exist with a view to rationalisation and 
simplification in the Scottish solution.  
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 The CDO and the Programme Director regularly meet with their counterparts at 
DWP. These face to face meetings take place monthly in both England and 
Scotland and are supplemented by weekly conference calls to ensure that the joint 
working arrangements lead to the successful transition of powers and that our 
respective plans are aligned.  Issues that arise have an escalation path within DWP 
and the Scottish Government to ensure that identified problems or blockages can 
be addressed swiftly.  
 

 Early procurement activities and the engagement of suppliers has provided the 
programme with useful evidence and material around the user experience and the 
processes required to deliver benefits in line with Ministerial commitments. This joint 
work with the Digital Directorate has shaped the requirements for current 
procurements that are underway with a particular focus on meeting Digital First 
Standards. 
 

 The Programme Director and Chief Digital Officer have jointly looked at market 
options for the delivery of technology solutions, including other UK Government 
platforms and those in Northern Ireland. This has and will continue to inform our 
choice of technical solutions by learning from other public sector organisations who 
have embarked on similar journeys. 

 
 We have learned from other major projects and programmes that selecting a single 

supplier to deliver everything is not the most affordable or suitable choice for 
commercial partnerships. We will aim to use multiple suppliers to spread the risk 
and dependency on technologies and we will look at the reuse of other UK 
Government services to compliment what we will deliver and own in Scotland. We 
actively aim to avoid repeating the mistakes from previous projects and 
programmes.  

 We will welcome and are actively planning for independent assurance to provide 
external scrutiny and ensure that best practice is being followed. This will include 
the Scottish Government OCIO function, internal audit and Audit Scotland. 
 

In addition to the above, a Digital and Technology Strategy to cover the next 4-5 years is 
currently being developed supported by an outline High Level Design Architecture at this 
time. 
 
 


